
Pentest Applicatif
Sécur i té  Web



Cross Site Scripting - XSS
Type :  c l ient



Description

In ject ion  dans  l ʼurl  ou  dans  un  formulaire  de  contenu
HTML qu i  sera  interprété  par  la  page  Web



Exemple dʼutilisation

Aff ichage  du  cookie  d ʼut i l isateurs  au  travers  de  l ʼURL :



Réfléchie

La  XSS Réf léchie  sera  essent ie l lement  faite  au  n iveau  de
l ʼURL .

Un  paramètre  GET  ou  POST  de  l ʼappl icat ion  sera
directement  aff ichée  sur  la  page .



Stockée

La  XSS Stockée  sera  pers istante .

Un  ut i l isateur  pourra  par  exemple  envoyer  un
commentaire  pouvant  être  lu  par  tous  les  autres

ut i l isateurs  avec  du  code  javascr ipt  pour  récupérer  leurs
cookies .



File Inclusion
Type :  serveur



Description

Interprétat ion  côté  serveur  d ʼun  f ichier  arbitraire



Exemple dʼutilisation

Inc lus ion  du  f ichier  /etc /passwd  :



Local File Inclusion

Inc lure  un  f ichier  interne  au  serveur.

On  peut  ains i  :

L ire  des  f ichiers  restreints
Exécuter  des  pages  non  access ib les
Exécuter  des  commandes  sur  le  serveur



Remote File Inclusion

Inc lure  un  f ichier  externe  sur  le  serveur.
Le  but  ic i  est  de  présenter  le  f ichier  à  faire  exécuter  au

serveur.

Lʼattaquant  peut  grâce  à  cette  vulnérabi l ité  exécuter  du
code  sur  la  machine .



[No]SQL
Injection
Type :  serveur



Description

Modif icat ion  de  la  requête  SQL ou  NoSQL norma lement
exécutée  côté  serveur.



Exemple dʼutilisation

Explo itat ion  d 'un  champ  en  POST



Normal

Une  SQL In ject ion  norma le  avec  un  retour, vous  permet
de  récupérer  directement  le  retour  de  la  requête .



Error Based

Les  erreurs  ne  sont  pas  correctement  gérées  et  vous
pouvez  vo ir  un  retour  d ʼerreur  qu i  a  éva lué  une  par t ie  de

la  requête .



Blind

A l ʼaveug le  avec  seulement  un  retour  différent  en  fonct ion
du  retour  (Par  exemple  seulement  une  modif icat ion  de

code  retour)

Beaucoup  plus  tr icky.



Command
Injection
Type :  serveur



Description

Modif ier  une  commande  norma lement  exécutée  pour
lancer  une  commande  arbitraire



Exemple dʼutilisation

In ject ion  dans  le  champ  ip_address  de  la  requête  POST



Open Redirect
Type :  c l ient

Description

Une  page  permet  une
redirect ion  vers  une  URL
que  l ʼon  souhaite



Exemple dʼutilisation

Campagne  de  phishing  pour  redir iger  vers  un  s ite  en
par t icul ier



OWASP TOP 10



A01 - Broken Access Control

Restr ict ions  on  what  authent icated  users  are  a l lowed  to
do  are  often  not  proper ly  enforced . Attackers  can  explo it
these  f laws  to  access  unauthor ized  funct iona l ity  and /or
data , such  as  access  other  usersʼ  accounts , v iew

sens it ive  f i les , modify  other  usersʼ  data , change  access
r ights , etc .



A02 - Cryptographic Failures

The  f irst  thing  is  to  determ ine  the  protect ion  needs  of
data  in  trans it  and  at  rest . For  example , passwords , credit
card  numbers , hea l th  records , persona l  informat ion , and
bus iness  secrets  requ ire  extra  protect ion , mainly  i f  that
data  fa l ls  under  pr ivacy  laws , e .g . , EU 's  Genera l  Data

Protect ion  Regulat ion  (GDPR) , or  regulat ions , e .g . ,
f inancia l  data  protect ion  such  as  PCI Data  Secur ity

Standard  (PCI DSS) .



A03 - Injection

In ject ion  f laws , such  as  SQL , NoSQL , OS , and  LDAP
in ject ion , occur  when  untrusted  data  is  sent  to  an

interpreter  as  par t  of  a  command  or  query. The  attacker ʼs
host i le  data  can  tr ick  the  interpreter  into  execut ing

un intended  commands  or  access ing  data  w ithout  proper
author izat ion .



A04 - Insecure Design

An  insecure  des ign  cannot  be  f ixed  by  a  perfect
implementat ion  as  by  defin it ion , needed  secur ity  controls
were  never  created  to  defend  against  specif ic  attacks .
One  of  the  factors  that  contr ibute  to  insecure  des ign  is
the  lack  of  bus iness  r isk  prof i l ing  inherent  in  the  software
or  system  being  deve loped , and  thus  the  fai lure  to
determ ine  what  leve l  of  secur ity  des ign  is  requ ired .



A05 - Security Misconfiguration

Secur ity  m isconf igurat ion  is  the  most  commonly  seen
issue . This  is  commonly  a  result  of  insecure  default
conf igurat ions , incomplete  or  ad  hoc  conf igurat ions ,
open  c loud  storage , m isconf igured  HTTP headers , and
verbose  error  messages  contain ing  sens it ive  informat ion .

Not  only  must  a l l  operat ing  systems , frameworks ,
l ibrar ies , and  appl icat ions  be  secure ly  conf igured , but
they  must  be  patched /upgraded  in  a  t ime ly  fashion .



A06 - Vulnerable and Outdated
Components

Vulnerab le  Components  are  a  known  issue  that  we
strugg le  to  test  and  assess  r isk  and  is  the  only  category
to  not  have  any  Common  Weakness  Enumerat ions
(CWEs)  mapped  to  the  inc luded  CWEs , so  a  default
explo its / impact  weight  of  5.0  is  used . Notab le  CWEs
inc luded  are  CWE-1104:  Use  of  Unmaintained  Third-

Par ty  Components  and  the  two  CWEs  from  Top  10  2013
and  2017.



A07 - Identification and Authentication
Failures

Appl icat ion  funct ions  re lated  to  authent icat ion  and
sess ion  management  are  often  implemented  incorrect ly,
a l low ing  attackers  to  comprom ise  passwords , keys , or
sess ion  tokens , or  to  explo it  other  implementat ion  f laws

to  assume  other  usersʼ  ident it ies  temporar i ly  or
permanently.



A08 - Software and Data Integrity
Failures

Software  and  data  integr ity  fai lures  re late  to  code  and
infrastructure  that  does  not  protect  against  integr ity
v iolat ions . An  example  of  this  is  where  an  appl icat ion
re l ies  upon  plugins , l ibrar ies , or  modules  from  untrusted
sources , repos itor ies , and  content  de l ivery  networks
(CDNs) . Attackers  could  potent ia l ly  upload  their  own
updates  to  be  distr ibuted  and  run  on  a l l  insta l lat ions .



A09 - Security Logging and Monitoring
Failures

Insuff icient  logging  and  mon itor ing , coupled  w ith  m iss ing
or  ineffect ive  integrat ion  w ith  incident  response , a l lows
attackers  to  fur ther  attack  systems , maintain  pers istence ,
p ivot  to  more  systems , and  tamper, extract , or  destroy
data . Most  breach  studies  show  t ime  to  detect  a  breach
is  over  200  days , typ ica l ly  detected  by  externa l  par t ies

rather  than  interna l  processes  or  mon itor ing .



A10 - Server-Side Request Forgery
(SSRF)

SSRF f laws  occur  whenever  a  web  appl icat ion  is  fetching
a  remote  resource  w ithout  va l idat ing  the  user-suppl ied
URL . It  a l lows  an  attacker  to  coerce  the  appl icat ion  to
send  a  crafted  request  to  an  unexpected  dest inat ion ,
even  when  protected  by  a  f irewa l l , VPN , or  another  type

of  network  access  control  l ist  (ACL) .



fabien .k leinbourg+ops ie[a t]gmai l[dot]com
f.k leinbourg[a t]un iv- lyon2[dot] f r


